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Motivation and objective

« Next big wave:
Internet of Things (lIoT) and Machine to Machine (M2M) traffic
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Objective:
What is the impact of IoT
N traffic on optical network

0 planning?
(Especially in metro!)  tablets

f Things

Number of devices in use globally (in billions)
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Source: John Greenough, “The Internet of Everything 2015,” Business Insider Intelligence. Produced by Adam Thierer and Andrea Cas-
tillo, Mercatus Center at George Mason University, 2015.
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Enabler: hybrid fog-cloud computing

Hybrid Fog-Cloud
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Challenges

Lack of quantitative characterization of loT and M2M application
Identify application profiles

Network cost parameters

A model to assign resources (bandwidth, computing, storage):

tailored to application profile (slicing)
minimizing costs
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B
Application Profile (1)

Delay
Autonomous Augmented . Tactile :
Tms driving . reality . Yinternet . Fixed
Virtual ) Nomadic
realit .
4 . On the go
10 ‘)isaster Real time __ __Multi-person Services that can
ms alert gaming & Y video call be delivered by
legacy networks
R Services that could
‘ Bi-directional be enabled by 5G
Automotive remote controlling o
100ms .ecall Device M2M connectivity
remote First responder
controlling connectivity
Personal Wi
ireless cloud
Loeams . Monitoring  cloud ’ based office
sensor networks Video
b streaming . Bandwith
throughput
<1 Mbps 1 Mbps 10 Mbps 100 Mbps > 1 Gbps s

Source: GSMA Intelligence, 2015
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S
Application Profile (2)

« Each application profile contains a unique combination of parameters
 O: Latency budget (source to destination)
« K. Bandwidth
« a: Computational complexity (per unit of traffic)

A Storage time

B: Compression factor (ratio of processed-to-raw data)

Examples © (ms) K (Mbps) a (CPU/Mbps) B N (hrs)
1- AR/VR 10 100 0.03 0.6 0
2 — Factory Automation 20 1 0.009 0.8 10
3 — Data Backup 1000 1 0 0
4 — Smart Grid 50 0.4 0.007 0.3
5 — Smart Home 60 .001 0 0
6 — Medical 40 2 0.02 0.2 0.1
7 — Environmental Mon. 1000 1 0.02 0.1 100
8 — Tactile Internet 1 200 .005 0.8 0

5G PPP, “5G Automotive Vision,” white paper, 2015.

A. Frotzscher et al., “Requirements and Current Solutions of Wireless Communication in
Industrial Automation,” Proc.IEEE ICC WKksps., Sydney, Australia, 2014, pp. 67-72.
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g ]
Application Profile (3)

« Additional note: we classify applications in four categories

A=A, UA;UAg U A,

A

Point to Point (basic M2M)

Processing & Storage (smart grid, ...)

Storage only (analytics repositories, ...)

Processing only (cloud gaming, virtual reality, ...)
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3 tiers of Central Offices (COs) DC 1@3484 P
 Access CO [2,3,4]

. Metro CO [1,5,9,13] o @ )
« CoreCO[17,18]

Data Centers P,S,

P,: Tier-2 processing e

S,: Tier-2 storage

P,S,
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Network (Cost) Parameters

*+ Costs (in COs)
* M: processing cost
* v: storage cost
* /A metro bandwidth cost
*  &ups Edown- COre bandwidth cost

Tier M \'; A Eup: Edown
($/CPU/Mo) | ($/GB/Mo) | ($/Mbps/Mo) | ($/Mbps/Mo)
1 - Access CO 90 0.0042 ~1 ~1/1
2 — Metro CO 70 0.004 ~1 ~1/1
3 —Core CO 50 0.0035 ~1 ~1/1
4 -DC 25 0.0025 ~1 ~1/1

https://cloud.google.com/compute/pricing
https://cloud.google.com/storage/pricing#pricing-example-simple
http://drpeering.net/white-papers/Internet-Transit-Pricing-Historical-And-Projected.php#
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Problem Statement

Inputs
« Offered traffic (per s-d pair, per application)
« Application profiles:

c 0O0,K0,B,A
* Hybrid fog-cloud network topology G(N,L)
Objective function
« Minimize total resource provisioning cost

Constraints
* Node (processing, storage) and link capacity
 Latency

Outputs
« “Slice” (per s-d pair, per application) consisting of:
« Path(s) (with required bandwidth)
* Required processing and storage resources at each node
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Local - cloud processing
15+ 10 + 15=40 ms

Global - cloud processing
17.25+15+10=42.25ms -

15+14.75=29.75ms __o
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Objective Function:
min(C ostp1+ Costs+ Costy+

1 Processing

2 Storage
3 Upstream core BW
Downstream core BW

4 —

S Metro BW —<

Mathematical Formulation
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Mathematical Formulation (cont.)

Constraints:
Processing/Storage Assignments | | )% Fodg Di % 00 V(0 € An U A € Ngsr € MON €N DALY
52 S LV (@€ Ay €N f €N, U ‘ Latency — Pt to Pt, Storage
”’*;Nv (a € Aws€Nym=1) 2 D e A DD S B Y0 € AUy, s € Ny €
mi’:}":l,v acA;,scNyym = J\fp,felj\fguj\&)
e Latency — Local Proc, Proc/Storage
meN, fgr Ty =LV (a€ Ay s €Ny . .
Processing Capacity
o T < O, Y €N,
Solenoidality oty ", reieur, "0 el = O €N
ke%w T =Tat V(a € ApUAyUAs s € Ngym € Ny, f € NgUNUF) Storage Capacity
X Aa 3 i D faba 3% e S Sp VEN,
o =2tV a e AyU A, s € Ngym € Ny, f € Ny UNL) acd,  seN, aE A, SEN; mEN,

k‘ER,‘ij o

gwe% it = a2l Va € Ay s € Ny f € Fe)

Processing Delay 2 DR e+ DD < g V(@ € Aps € Npim €
Ya,m = QakaTm Np.de N, feF)

Latency — Global Destination
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« Traffic Volume — 5 Thps

* Profiles ;:::i ]
«  Computational complexity: (8).
« 0.005-0.03 CPU/Mbps A
« Compression factor: 0.1 — 1 0@ vl
e Latency: 10 — 100 ms (1) @ (5) (1)

* Real-time ~ 10-50 ms (8) (®) me @w
* Near real-time ~ 50-100 ms @@ (3)
i )
* Network resource costs

« Processing cost: 25, 50, 70, 90 $/CPU/Mo
« Tier 4 (DC) costs [Google]

« Storage cost: 2.50, 5, 7, 9 $/TB/Mo

« Metro/Core BW ~ 1$ / Mbps

https://cloud.google.com/compute/pricing
https://cloud.google.com/storage/pricing#pricing-example-simple

_http://drpeering.net/white-papers/Internet-Transit-Pricing-Historical-And-Projected.php#
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Cost ($1M)

Results: latency effect

Itemlized Costs vs Avg LatFT-ncy Budgelt - Local Trlaffic (rake-Away 1: Total cost decreases
CZ] High Complexity | | MANBW and stabilizes as application traffic
BN Low Complexity | | mm Fogstorage | migrates to cloud thanks to less
Fog Processing || reStrICtlve |ateﬂ0y bUdget
EEm Cloud Processing )

_—

Take-Away 2: With increasing h
latency budgets, cloud processing
for high complexity applications
increases faster than for low
complexity apps Y,

40 45 50 55 60
Average Latency Budget (ms)
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Simulation Results (cont.) Take-Away 4: Total cost is stable,

but processing location
depends on compression factor!

16 Itemized Costs vs Average Compression Factor - Local Traffic Itemized Costs vs|Average Con)Aession Factor - Global Traffic
T T T T T T T T T T T T T T T T
B MAN BW : H B MAN BW : =

WAN BW —71 High Comple%lty 20 WAN BW 71 Hig Comple%lty

14 {{mmm Fog Storage B Low Complexity | mmm Fog Storage B Loy Complexity
Cloud Storage Cloud storage
Fog Processing Fog Processing

12 H e cloud Processing B Cloud Processing

0.4 0.5 . . . 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9
Average Compression Facfor Average Compression Factor

(I'ake-Away 3: For local traffic, cost
increases with computation factor due to
increase of WAN and MAN BW. Processing
Jocation is unaffected )
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Conclusion

Motivation
« Lack of quantitative analysis of how specific application traffic affects resource provisioning

Modeling work
 aparameterized application profile: A =4, UA; UAg, U A,
c 0O,k 0 B, A
* Network costs for 4-tier hybrid fog-cloud architecture

Developed a model for resource assignment
» High flexibility: decoupling of storage and computing

Simulation Results
«  Show impact not only of latency&BW, but also other aspects
(compression factor, etc...)

Itemized Costs vs Avg Latency Budget - Local Traffic

=71 High Complexity | |™= M‘/:“BW

£ Low Complexity

Cost ($1M)

Internet of Things

"~ tablets

45 50 55 60
Average Latency Budget (ms)
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e
Slice Priority

Previous works categorize I0T/M2M slices/usage scenarios as:

« Ultra-reliable and low latency communications (URLLC): autonomous driving,
emergency services, automated manufacturing, remote medical surgery

« Enhanced Mobile Broadband (eMBB): streaming video, high capacity multimedia,
AR/VR

* Massive Machine Type Communication (mMTC): (low power) sensor networks,
smart metering, city, home (huge number of devices), less latency constrained

Specific applications with parameterized profiles are assigned a slice
of resources, which is then prioritized in a certain class

Critical — Emerg. services, life/health/safety, remote surgery, auto.
driving, factory automation/actuation

Standard — AR/VR, gaming, Pokemon, smart grid/metering
Best Effort — sensor data with no real-time actuation

Nakao, A., Du, P., Kiriha, Y., Granelli, F., Gebremariam, A.A., Taleb, T. and Bagaa, M. End-to-End Network
Slicing for 5G Mobile Networks. Journal of Information Processing, 25, pp.153-163, 2017.

The Fifth Generation Mobile Communication Forum (5GMF) White Paper. “5G Mobile Communications for 2020
and Beyond.” July, 2016.

M. Tornatore: App.-Aware Res. 21
Prov. in a Heterog. loT



2 3
Critical—<
4 )
Standard
—
7 8
Best Effort
—
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Critical <

Standard
—

Best Effort
e

1) Congestion threshold reached on slice 1:link 1-2, and
1 node 2 (compute): 2 Gbps and 100 CPUs

2) Check for internal slice resources (new path, etc)

3) Find all BE slices with respective resources

4)  Calc. donor subslice solution which minimizes impact
5) Transfer subslice(s)

6) Return subslice when lower threshold reached

(&) (?50 CPUs,
1Gb
(S—) D

1 Gbps
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Questions
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S
loT/M2M Application Popularity

?}0 loT Analytics — Quantifying the connected world
Applications Overall popularity (and selected examples) Scores

® /& Smart Home e
@ O Wearables oa E
@ N Smart City m,‘
@ ‘/ Smart grid ,,,e
Industrial
@ % internet - 25% 10k 1.7k 30
@ e Connected car 19% 5k 1.2k 50
@ ﬁ Connected .
Health 6% 2%k 0.5k 5
@ Smart retail I 2% 1K 0.2k y
Smart supply
@ @ chain I 2% ok 0.2k 0

mSmart farming | 1% ” 0.0k 1

1. Monthly worldwide Google searches for the application 2. Monthly Tweets containing the application name and #/OT 3. Monthly Linkedln Posts that include the
application name. All metrics valid for Q4/2014.
Sources: Google, Twitter, LinkedlIn, loT Analytics

E 1 o2 ®3

100% 61k 3.3k 430

33k 2.0k 320

41k 0.5k 80

41k 0.1k 60

CBRAVIC Source: Google, Twitter, IoT Analytics, 2014.
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P,: Tier t processing | |
P,S, !
S,: Tier t storage e :__ bC1 DbC2 @ :

Capacity (+)

---------------------------------

S
S
~

Unit Cost (+)

Access
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source processing destination
;’f S.f BaVy, € N, (local)
AqV,
destination
source processing core CQ.-—"
S > m s \d
s,f a vs,f ﬁava
a ara a €A, mEeENy,f
€ F. (global)
destination
source

O — —

processing.....--es

s,
a AqV, f

a € Ap,m € Npe, f
€ F. (global)
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source @

destination
>® a € A, f € N, (global)
s.f
destination
core CO e
s @ %’
Va a €A F € F, (global)
processing . f destination ¢
m
S ﬁ v3 S
Va s a“a Aava
XqVq q. S Processing/storage
aa
m=/f >@ a € Agy,
v, s
Aa.Bava
>® a € A
Va

A,vS  storage only
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Cost ($1M)

Take-AwayASiahicreasigl |ECT OF Computation complexity

computational complexity and real
time services, fog processing costs
steadily increases (no other choice!)

Itemized Costs vs Computational Complexity - Global Traffic

Itemized Costs vs Compﬁ@tional CoNplexity - Local Traffic
T T T AN T T

16 \. 16 —
I MAN BW R - I MAN BW +
71 ReaTime 71 Real-Time
WAN BW ) WAN BW .
14 || mmm Fog Storage E=1 Near Real-Tim | 14 || mmm Fog Storage E =1 Near Real-Time |
Cloud Storage Cloud Storage
Fog Processing Fog Processing
12 H e cCloud Processing 12 H s cloud Processing
10 10
=
—
8 Z 8
@
Q
o
6 6
4 4
AN
2L/ 2 AN

0
0.025 0.030 0.035 0.010 0.015 0.020 0.025 0.430 0.035

Average Complitationa\Complexity (CPU/Mbps) Average Computational Complexig (CPU/MA

Take-Aw ay 2 Cloud processing
costs of real-time traffic start to decrease at
.02 while near real-time cloud processing
costs continue to increase with complexity

Take-Aw ay 1: cloud processing
costs increase at much slower rate with
increasing complexity for real-time traffic as
DC compute locations restrict more RT traffic
fog processin
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